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NEWS & UPDATE 
 

New Partners 
 

AiSP would like to welcome Athena Dynamics, 

Magnet Forensics and M.Tech as our new Corporate 

Partners. AiSP looked forward to working with our 

Partners to contribute to the Cybersecurity 

Ecosystem. 

 

New Corporate Partners 

 

 
 

  

 

Continued Collaboration 
 

AiSP would like to thank Ensign Infosecurity, Nanyang 

Polytechnic, RSM, Singapore University of Social 

Sciences, Trend Micro and Votiro for their continued 

support in developing the cybersecurity landscape: 
 

 
 

 
 

 
 

  

Contributed Contents 

• Cloud Security SIG: Cloud 

Security – Part 2 – 

Kubernetes and 

Container Security  

• CISO SIG  

• Article from IMDA 

• SVRP 2023 Gold Winner, 

Ngui Jia Le Sherlena  
 

 

Professional Development  

 

Membership 
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News & Updates 
 

On 29 January, AiSP Secretary Ms Soffenny Yap visited the Google Office to brief Minister 

Josephine Teo about the 600 Google Scholarships available for AiSP PME members. These 

scholarships offer opportunities for PMEs to enhance their cybersecurity knowledge. 

Soffenny also discussed AiSP's SVRP program and the QiSA/QiSP certifications that PMEs 

can pursue following the completion of Google certification courses with Minister Teo. 

 

   

 

Knowledge Series Events 

 

Upcoming Knowledge Series 

 

As part of knowledge sharing, AiSP is organising regular knowledge series webinars based 

on its Information Security Body of Knowledge 2.0 topics. Our scheduled topics for webinars 

in 2024 are as follows (may be subjected to changes), 

 

1. 25 Apr 2024, Red Team 

2. 9 May 2024, AI 

 

Please email secretariat@aisp.sg for 2024 webinars if your organisation is keen to provide 

speakers!  

 

 

 

 

 

 

 

https://www.aisp.sg/bok.html
mailto:secretariat@aisp.sg
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Student Volunteer Recognition Programme 

(SVRP) 
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School talk at St Margaret’s School (Secondary) on 2 January  

 

AiSP started our new work year with school talk at St Margaret's School (Secondary) on 2 

January. Our AiSP Member, Ms Thanh Van Christine Ngo from Grab shared her personal 

experience in Cyber with 40 Secondary 4 Female students on Personal Growth in The Cyber 

Security Field. Hope the students have gained insights from the sharing.  

 

   

 

Learning Journey to Fortinet on 12 January  

 

On 12 January, AiSP brought 18 students from the School of Science and Technology (SST) 

to attend an educational learning journey to our corporate partner, Fortinet's office. Mr 

Halley Shen, Ms Michelle Pareno and Mr Li Haoqi from Fortinet did an insightful sharing 

about their job scopes. Hope that students have gained new insights from the sharing. 
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School Talk at Bukit Panjang Government High School on 15 January 

 

Our AiSP Member, Nicholas Chong from RSM - Singapore shared his personal experience 

in Cyber with 40 students in Bukit Panjang Government High School during the school 

career fair on 15 January. Hope that students have gained new insights from the sharing. 

 

   

 

Learning Journey to RSM on 16 January and 18 January 

 

AiSP brought a total of 51 students from Bukit Panjang Government High School (BPGHS) to 

attend an educational learning journey by our corporate partner, RSM – Singapore on 16 

and 18 January. Hope the students gained new knowledge from the sharing. 
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Elevating Cybersecurity Education Through Unprecedented Collaborations 

 

In a pioneering initiative, EC-Council and Wissen have forged a collaboration with AiSP. 

This collaboration includes a sponsorship of 500 EC-Council Cyber Essentials certification 

vouchers. These vouchers aim to empower Polytechnic and Institute of Technical 

Education (ITE) students pursuing cybersecurity programs, enabling them to attain their 

inaugural industry certificate and commence their journey with EC-Council Essential 

certificates (NDE, EHE, DFE), thereby initiating their cybersecurity credentialing process. 

 

Visit (https://www.wissen-intl.com/Essential500.html) and register to start your 

cybersecurity credentialing journey! Terms & Conditions apply. 

 

About the EC-Council Cyber Essentials Certification 

EC-Council’s Essentials Series is the first MOOC certification course series covering 

essential skills in network defense, ethical hacking, and digital forensics. The Network 

Defense Essentials (N|DE), Ethical Hacking Essentials (E|HE), and Digital Forensics 

Essentials (D|FE) are foundational programs that help students and early career 

professionals choose their area of competency or select a specific interest in 

cybersecurity. The Essentials Series was designed to give students the foundation on 

which to build and develop the essential skills for tomorrow’s careers in cybersecurity. 

These programs educate learners in a range of techniques across industry verticals, such 

as securing networks, mitigating cyber risks, conducting forensic investigations, and more. 

 

 
 

https://www.wissen-intl.com/Essential500.html
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AiSP Cyber Wellness Programme 

 

 
Click here to find out more! 

 

https://www.aisp.sg/aispcyberwellness/index.html
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Cybersecurity Awareness & Advisory 

Programme (CAAP) 

 

AiSP Cybersec Conference 2024 on 15 May 
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Organised by the Association of Information Security Professionals (AiSP), the AiSP SME 

Conference is a unique event that brings together organisations to discuss the 

importance of being cyber aware and stay protected. The event will provide our 

speakers with the opportunity to share their experience, skills and knowledge to show 

how cybersecurity can help companies to stay protected. AiSP aims to elevate 

cybersecurity awareness among companies and establish a self-sustaining ecosystem 

with active participation from government agencies, business associations, cybersecurity 

communities, and solutions provider. 

 

Our theme for this year conference is “Sustaining growth and innovation securely in this 

challenging business environment”. 

 

As part of AiSP Cybersecurity Awareness and Advisory Programme (CAAP), this event is 

for Singapore Enterprise and SMEs to know more about cybersecurity as a business 

requirement and how they can implement solutions and measures for cyber-resilience. 

CAAP hopes to elevate cybersecurity awareness as integral part of business owner's 

fundamentals and establish a self-sustainable support ecosystem programme with active 

participation from agencies, business associations, security communities and solutions 

provider. 

 

Date : 15 May 2024 

Time : 9AM – 3PM 

Venue : Suntec Convention Centre 

Guest of Honour: 

Morning: AiSP Patron – Senior Minister of State, Ministry of Communications and 

Information & Ministry of National Development - Mr Tan Kiat How 

Afternoon: Member of Parliament for Pasir Ris-Punggol GRC & NTUC U SME Director –  

Ms Yeo Wan Ling 

 

Register here 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.eventbrite.sg/e/aisp-cybersec-conference-2024-tickets-802128306357
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Special Interest Groups 

 

AiSP has set up five Special Interest Groups (SIGs) for active AiSP members to advance their 

knowledge and contribute to the ecosystem are: 

 

- Cloud Security    - Cyber Threat Intelligence   

- Data and Privacy   - IoT 

- CISO 

 

We would like to invite AiSP members to join our Special Interest Groups as there are 

exciting activities and projects where our members can deepen their knowledge together. 

If you are keen to be part of a SIG, please contact secretariat@aisp.sg  

 

 
     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.aisp.sg/sig.html
https://www.aisp.sg/sig.html
mailto:secretariat@aisp.sg
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AiSP CISO SIG Networking & Louhei on 20 February 2024 
 

 

                                                             

 

 

AiSP CISO SIG Networking & Louhei   

 

 

 

AiSP will be launching our new Special Interest Group (SIG) - CISO SIG. Our Key Focus 

Areas are: 

• Network of Trust to enable more effective and responsive cyber defence of 

our respective organisations  

• Thought leadership and open exchange of ideas to help enhance universal 

cyber maturity   

• Support organization for professional challenges and trials faced by senior 

cybersecurity leaders   

• Socialising because not everything has to be a crisis 

  

Our Vision is to enable CISO's to collaborate, network and exchange thought 

leadership in the pursuit of a mature cyber defence for their respective organizations 

and the community at large.  

  

AiSP will be having our first SIG Activity focusing on the theme "CISOs of Tomorrow: 

Forging the Future Cybersecurity Leadership" and we would like to invite you to do join 

us for the networking and louhei 

 

In the ever-expanding digital landscape, the role of Chief Information Security Officers 

(CISOs) has become pivotal in safeguarding organizations from cyber threats. As we 

stand at the intersection of technology and security, it is imperative to focus on 

nurturing the next generation of CISOs who will shape the future of cybersecurity. 
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Join us for an immersive journey into the evolving dynamics of the CISO talent pool at 

our event, "CISOs of Tomorrow: Forging the Future Cybersecurity Leadership." This 

gathering serves as a unique platform to explore the latest trends, challenges, and 

opportunities in the realm of cybersecurity leadership. 

Event Date: 20 Feb 2024 

Event Time: 6.30pm - 8.30pm (Registration Starts at 6pm) 

Event Venue: Justco @ Marina Square 

 

Registration Link: https://forms.office.com/r/at8xG3igH9 

   

 

 

 

The Cybersecurity Awards 

 

 
 

The Cybersecurity Awards 2024 nominations will start in February 2024. 

 

Professionals                                                          Enterprises 

1. Hall of Fame                                                      5. MNC (Vendor) 

2. Leader                                                               6. MNC (End User) 

3. Professional                                                       7. SME (Vendor) 

                                                                               8. SME (End User) 

Students 

4. Students 

 



 Advancing the Professionals | Connecting the Community | Excelling the Profession 
 

 

back to top 

© 2008 – 2024 Association of Information Security Professionals. All rights reserved. Page 14 of 42 
  

 
Please email us (secretariat@aisp.sg) if your organisation would like to be our sponsors for 

The Cybersecurity Awards 2024! Limited sponsorship packages are available. 
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Regionalisation 

 

Countering Emerging Technology’s Potential for Malicious Abuse in the MFA-FOSS for 

Good (FFG) “Smart Nations: Strategies, Opportunities and Cybersecurity Management” 

on 19 January 

 

Our AiSP EXCO Member & Fellow, Mr Freddy Tan addressed on the Countering Emerging 

Technology’s Potential for Malicious Abuse in the MFA-FOSS for Good (FFG) “Smart Nations: 

Strategies, Opportunities and Cybersecurity Management” programme at Park Royal on 

Beach Road on 19 January. He shared insights on countering the potential misuse of 

emerging technologies with 25 government officials from various regions, representing over 

25 countries including Bolivia, Bhutan, Dominican Republic, Fiji, Jordan, Seychelles, Tonga, 

Trinidad, Tobago & Zambia. During the session, Freddy also highlighted how AiSP's Cyber 

Security Awareness and Advisory Programme (CAAP) could be a valuable resource for 

enhancing awareness and address questions on AI verify tool and number of cyber 

incidents in Singapore. Thank you Civil Service College for inviting AiSP and Freddy for the 

sharing. 
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Cybersec Asia 2024 x Thailand International Cyber Week 2024 on 31 January 

 

On 31 Jan 24, our AiSP EXCO Member & Fellow, Mr Freddy Tan represented AiSP to speak 

at the Cybersec Asia 2024 x Thailand International Cyber Week 2024, powered by NCSA in 

Thailand. During the session, Freddy highlighted how AiSP's Cyber Security Awareness and 

Advisory Programme (CAAP) could be a valuable resource for enhancing awareness and 

share about AiSP Body of Knowledge and AiSP QiSP Certification. Thank you Cybersec Asia 

for inviting AiSP to the event and thank you Freddy for flying the Singapore Flag high to 

share with our regional partners on the importance of Cybersecurity. 
 

 
 

XCION 11th Conference 2024 

 

AiSP will be supporting the XCION 11th Conference at Bali happening from 4 March 2024 

to 6 March 2024. The Theme for 2024 is Charting the Future with Innovative and Secured 

Technologies. It will be attended by the Indonesian CIO Network 

(https://www.linkedin.com/groups/3942786/). As our valuable AiSP Corporate Partners, 

we are pleased to offer you a 20% if you are interested to speak at the event by been a 

sponsor.  

  

Do contact AiSP Secretariat at secretariat@aisp.sg for the sponsorship package. Please 

note that it is based on first come first served basis and the organisers have more than 10 

sponsors enquiring on it already. There will be 20% discount for our Corporate partners. No 

discount if you to go direct to the organisers or sign up at the website.  

Please see some of the highlights of the video (https://www.youtube.com/watch?v=-eM-

hNtMFZ0) happening on the 10th XCION 2023 that took place earlier this year March 

2023. 

 

 

https://www.linkedin.com/groups/3942786/
https://www.youtube.com/watch?v=-eM-hNtMFZ0
https://www.youtube.com/watch?v=-eM-hNtMFZ0
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Annual General Meeting 
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Corporate Partner Event 

 

A Proactive Approach to Protecting Public-facing Infrastructure on 18 January 

 
AiSP collaborated with our Corporate Partner, OpenText to organise a coffee talk on A 

Proactive Approach to Protecting Public-Facing Infrastructure on 18 January. Thank you 

Niel Pandya, Jonathan Ho and Donald Ong for sharing insights with the attendees. 
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Ladies in Cyber 
 

Women in Tech + SkillsFuture Advice on 9 March 2024 

 

 
Register here  

 

https://us02web.zoom.us/webinar/register/WN_nbgX1DYaSHW5iotAM8IdaA#/registration
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Digital For Life 

 

Nee Soon South Ang Pow Distribution on 21 January 

 

Our student volunteers from our Academic Partner, Republic Polytechnic was at Nee Soon 

South Ang Pow Distribution Event on 21 January, where they shared about cyber hygiene 

awareness with over 800 seniors. 
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NTUC UPME x AiSP x TTAB Networking Event 
 

On 31 January, participants had an enlightening and engaging event that delved into the 

realms of mentorship and relevant training programs organized by NTUC UPME and TTAB. 

Thank you Mr Bernard Menon, UPME Director sharing on the Mentorship Community 

initiative and AiSP EXCO Member and Managing Director of Wissen International, Mr 

Breyvan Tan for sharing on the relevant training programs to help equip tech professionals 

with the right skills. Big shoutout to Wissen International for supporting the event! 

 

 
 

 

 



 Advancing the Professionals | Connecting the Community | Excelling the Profession 
 

 

back to top 

© 2008 – 2024 Association of Information Security Professionals. All rights reserved. Page 22 of 42 
  

Upcoming Activities/Events 
 

Ongoing Activities 

Date Event Organiser 

Jan – Dec  Call for Female Mentors (Ladies in Cyber) AiSP 

Jan – Dec Call for Volunteers (AiSP Members, Student 

Volunteers) 

AiSP 

 

Upcoming Events  

Date 
Event 

Organiser 

7 Feb Safe App Standard Partner  

20-21 Feb Seamless Asia 2024 Partner 

20 Feb CISO SIG Activity AiSP 

27 Feb – 6 Mar Magnet Virtual Summit 2024 Partner 

4 – 6 Mar XCION Partner 

8 Mar AiSP International Women Day Celebrations AiSP 

9 Mar Women In Tech + Skillsfuture Advice Partner 

11-13 Mar Lag and Crash Partner 

14 Mar Agile Cyber Security BFSI Summit Partner 

17 Mar DFL Event at Chong Pang Partner 

26 Mar AiSP x Illumio CPP event AiSP & Partner 

**Please note events may be postponed or cancelled due to unforeseen circumstances 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 Advancing the Professionals | Connecting the Community | Excelling the Profession 
 

 

back to top 

© 2008 – 2024 Association of Information Security Professionals. All rights reserved. Page 23 of 42 
  

CONTRIBUTED CONTENTS 

 

Article from Cloud Security SIG 

 

 

Cloud Security – Part 2 – Kubernetes and Container Security 

With thanks to friends at docker.com, Kubernetes.io, Wikipedia, Check Point, Sysdig 

Anthony Lim for AISP, May 2023 

 

Let’s start with the text book ☺ 

 

Container and Docker 

 

A container is a standard unit of software that packages up code and all its 

dependencies so the application runs quickly and reliably from one computing 

environment to another.  

 

A Docker container image is a lightweight, standalone, executable package of software 

that includes everything needed to run an application: code, runtime, system tools, 

system libraries and settings. 

 

A Docker is a software platform that allows you to build, test, and deploy applications 

quickly.  

 

Docker packages software into standardized units called containers that have everything 

the software needs to run including libraries, system tools, code, and runtime. 

 

 
 

 

 

Kubernetes 
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Kubernetes, also known as K8s, is an open-source system for automating deployment, 

scaling, and management of containerized applications. 

 

It groups containers that make up an application into logical units for easy management 

and discovery. 

 

• Planet scale - Designed on the same principles that allow Google to run billions of 

containers a week, Kubernetes can scale without increasing your operations team. 

 

• Never outgrow - Whether testing locally or running a global enterprise, Kubernetes 

flexibility grows with you to deliver your applications consistently and easily no matter 

how complex your need is. 

 

• Run Anywhere - Kubernetes is open source giving you the freedom to take advantage 

of on-premises, hybrid, or public cloud infrastructure, letting you effortlessly move 

workloads to where it matters to you. 

 

Kubernetes has become the de facto operating system of the cloud. This rapid success is 

understandable, as Kubernetes makes it easy for developers to package their 

applications into 

portable microservices.  

 

However, Kubernetes can be challenging to operate. Teams often put 

off addressing security processes until they are ready to deploy code into production. 

Kubernetes requires a new approach to security.  

 

After all, legacy tools and processes fall short of meeting cloud-native requirements by 

failing to provide visibility into dynamic container environments. Fifty-four percent of 

containers live for five minutes or less, which makes investigating anomalous behavior 

and breaches extremely challenging. 

 

One of the key points of cloud-native security is addressing container security risks as 

soon as possible. Doing it later in the development life cycle slows down the pace of 

cloud 

adoption, while raising security and compliance risks. 

 

The Cloud/DevOps/DevSecOps teams are typically responsible for security and 

compliance 

as critical cloud applications move to production. This adds to their already busy 

schedule to 

keep the cloud infrastructure and application health in good shape. 

 

Kubernetes Security Considerations 

 

The first area to protect is your applications and libraries. Vulnerabilities in your base OS 
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images for your applications can be exploited to steal data, crash your servers or scale 

privileges. Another component you need to secure are third-party libraries. Often, 

attackers 

won't bother to search for vulnerabilities in your code because it's easier to use known 

exploits in your applications libraries. 

 

The next vector is the Kubernetes control plane - your cluster brain. Programs like the 

controller manager, etc or kubelet, can be accessed via the Kubernetes API. An attacker 

with access to the API could completely stop your server, deploy malicious containers or 

delete your entire cluster. 

 

Additionally, your cluster runs on servers, so access to them needs to be protected. 

Undesired access to these servers, or the virtual machines where the nodes run, will 

enable 

an attacker to have access to all of your resources and the ability to create serious 

security 

exposures. 

 

OWASP Top 10 Kubernetes Cybersecurity Issues (2022) 

 

When adopting Kubernetes, we introduce new risks to our applications and infrastructure. 

The OWASP Kubernetes Top 10 is aimed at helping security practitioners, system 

administrators, and software developers prioritize risks around the Kubernetes ecosystem. 

The Top 10 is a prioritized list of these risks. 

 

K01: Insecure Workload Configurations 

K02: Supply Chain Vulnerabilities 

K03: Overly Permissive RBAC Configurations 

K04: Lack of Centralized Policy Enforcement 

K05: Inadequate Logging and Monitoring 

K06: Broken Authentication Mechanisms 

K07: Missing Network Segmentation Controls 

K08: Secrets Management Failures 

K09: Misconfigured Cluster Components 

K10: Outdated and Vulnerable Kubernetes Components 

 

Prometheus 

 

Prometheus is a free software application used for event monitoring and alerting. It 

records metrics in a time series database (allowing for high dimensionality) built using an 

HTTP pull model, with flexible queries and real-time alerting. 

 

It is an open source project for monitoring cloud-native applications and Kubernetes. It is 

a graduated member of the Cloud Native Computing Foundation (CNCF) and has an 

active developer and user community. 
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A typical monitoring platform with Prometheus is composed of multiple tools: 

 

• Multiple exporters typically run on the monitored host to export local metrics. 

• Prometheus to centralize and store the metrics. 

• Alertmanager to trigger alerts based on those metrics. 

• Grafana to produce dashboards. 

• PromQL is the query language used to create dashboards and alerts. 

 

Prometheus is typically used to collect numeric metrics from services that run 24/7 and 

allow metric data to be accessed via HTTP endpoints. This can be done manually or with 

various client libraries. Prometheus exposes data using a simple format, with a new line for 

each metric, separated with line feed characters. 

 

Non-secure deployments of Prometheus, JFrog warns, may pose an even larger security 

risk, via an optional management API that can be used to delete metrics and close the 

monitoring server. 

 

One solution would be to secure the Prometheus server accesses using a reverse proxy, 

encrypting the communications between clients and a server. We can implement this 

security layer with an Apache or Nginx server configured as a reverse proxy that 

implements TLS encryption, authentication and other security features. 

 

Security considerations of cloud containers 

 

It’s no secret that containerization has been one of the hottest tech trends of the last 

decade, and today containers are almost ubiquitous. In fact, Gartner projects that this 

year 75% of global enterprises will run containers in production.  

 

With the rise in container popularity, there have been plenty of benefits. Containers are 

the cornerstone of microservices architectures that have enabled cloud native apps of 

all sizes. However, because of their popularity, containers are also a prime target for 

ransomware, hackers, and other threats.  

 

As a result, enterprises that value a strong security posture must be able to address 

common container security issues. While there’s no single silver bullet for addressing 

container security challenges, taking a holistic approach and leveraging the right tools 

can go a long way.  

 

Cloud Container Security - Objectives: 

 

• Leveraging the ShiftLeft tool to create automatically secure containers. 

• Using agentless security tooling to protect all enterprise cloud assets.  

• Gain posture management and deep visibility across all containers, even in multi-

cloud environments. 

• Enforce the principle of least privilege and help stay compliant. 

• Detect configuration issues like exposed credentials. 
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• Scan container images for vulnerabilities, malware, and weak configurations. 

• Automatically deploy granular security controls. 

• Reduce risk with image scanning integrated into CI/CD pipelines and runtime.  

• Secure runtime with out-of-the-box managed policies based on Falco and ML.  

• Know what happened and why with an audit trail. 

 

7 Cloud Container Security Issues and Challenges 

 

To address container security challenges, enterprises need to understand the security risks 

impacting container workloads. The following 7 container security issues demonstrate the 

wide range of strategic and tactical challenges related to container-based 

infrastructure.  

 

1. Effectively shifting left 

 

DevSecOps and the concept of shift left security emphasize the importance of 

integrating security throughout the software development lifecycle (SDLC) and 

eliminating friction in the process of developing secure software.  

 

While DevSecOps tools and automation garner a lot of the “shift left” headlines, a big 

part of effectively shifting left is cultural. Different organizational units within enterprises 

must move away from the idea of “security as the team of no” and embrace 

cooperation. The organizations that are able to truly adopt a DevSecOps mindset and 

make security “everyone’s” responsibility are better positioned to improve security 

posture across an enterprise.  

 

2. Managing ephemeral containers 

 

Ephemeral containers are useful administrative and debugging tools in Kubernetes (K8s) 

clusters. For example, they can enable troubleshooting in environments that use distroless 

images. However, this also means ephemeral containers create an additional attack 

surface that wouldn’t otherwise exist. As a result, managing ephemeral containers is an 

essential aspect of K8s security.  

 

While ephemeral containers can be powerful tools for capturing debug information, 

enterprises should implement security policies restricting their use to only necessary 

workloads and environments.  

 

3. Addressing misconfigurations 

 

According to a leading cybersecurity vendor’s recent cloud security survey, 27% of 

respondents reported a public cloud security incident. Of those incidents, 23% resulted 

from misconfigurations. That’s just one of many examples of the security risk posed by 

misconfigurations.  
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To ensure robust container security and workload protection, enterprises must be able to 

continuously detect — and correct — misconfigurations in container cluster 

configurations. That means ensuring only secure configurations are used in production, 

and no sensitive information or secrets are exposed.  

 

4: Countering known vulnerabilities  

 

Zero-day threats are a real risk facing enterprises today, but many breaches exploit 

known vulnerabilities. By scanning container images, dependencies, and workloads, 

enterprises can detect and implement a plan to address known vulnerabilities before 

they’re used in an exploit.  

 

Integrating security tooling throughout the SDLC and CI\CD pipelines can go a long way 

in addressing this container security challenge. Enterprises that shift security left can often 

detect threats before they make it to production or mitigate them sooner than they 

otherwise could. For example, leveraging virtual patching to temporarily mitigate 

vulnerabilities until new containers are deployed.  

 

5. Protecting against runtime threats 

 

While signature-based detection works well to identify known exploits, many cloud 

workload security threats, such as zero-day exploits, require context to detect and 

mitigate. To provide enterprise-grade security for web applications and APIs, 

organizations need tooling that uses intelligence and context to detect new threats and 

limit false positives that hamstring productivity. Additionally, many cloud native 

applications can’t accommodate traditional endpoint security agents and instead 

require an agentless approach to runtime security.  

 

6. Addressing human error 

 

Human error is a common factor in many security incidents today. Manual processes 

leave room for typos, misconfigurations, and oversight that can lead to a breach. While 

IPS, IDS, and firewalling can help reduce risk after these misconfigurations occur, they 

don’t go far enough.  

 

Enterprises should limit manual configuration and automate as much of their security 

configuration as practical. Additionally, they should implement scans that use policies to 

detect and help address misconfigurations before they’re exploited.  

 

7. Passing compliance audits  

 

Compliance risk is one of the single biggest risks facing modern enterprises. Failing an 

audit related to standards like GDPR, HIPAA, or SOX can damage an enterprise’s 

reputation and bottom line.  
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As a result, ensuring that container workloads and K8s clusters meet compliance 

requirements is a must. Cloud security posture management (CSPM) and Kubernetes 

security posture management (KSPM) tools can help automate compliance across cloud 

and container infrastructure. 
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Article from CISO SIG 

 

“Some are born great, some achieve greatness, and some have greatness thrust upon 

them.” 

 - Act II Scene 5, Twelfth Night. 

“It's lonely at the top, so you better know why you are there.” 

- John C. Maxwell 

 

I remember being simultaneously over the moon and a bundle of nerves when I received 

the offer for the role of APAC CISO at Schneider Electric. “Career is soon over!” teased a 

few industry colleagues. “This will test your mettle,” said others. But nothing, not even the 

best cyber education on the planet that I had just completed nor 30 years of pre-existing 

experience, could have prepared me for the absolutely most challenging and best role 

I’ve ever held. It’s a never-easy, generally thankless, demanding role that, in the end, will 

show you what you’re made of. 

 

 But the journey ought to be easier.  

 

This CISO Special Interest Group (SIG) aims to create a network of peers to explore ways 

and means of supporting today’s CISOs as we lead our respective cybersecurity 

programs. The SIG will facilitate an environment of trust to enable knowledge exchange 

and more open discussions, create channels to communicate with one another (in 

peacetime or when we’re under attack), socialize with one another in good times and 

provide a shoulder to cry on when things go sideways.  

 

There is true value in enabling a successful community comprised of all the CISOs in 

Singapore. Working together in pursuit of excellence enables economies of scale never 

seen before in this country. A thriving CISO community enables boundless opportunities to 

improve our jobs, careers, and lives.  

 

But it's entirely up to us to make this work.  

 

I call on you, the top level, primary decision makers or n-1’s of your organization's 

cybersecurity programs, to come together to support this initiative through a show of 

support at our first CISO SIG event on 20th February, 6PM – 8.30PM at JustCo@Marina 

Square. AiSP has generously opened the event to everyone to help socialize awareness 

of the formation of the CISO SIG. We’ll also be including a few interesting talks from our 

fellow CISOs and CISOs-to-be on succession planning.  

To register for our event please click here to register. 

 

 

 

 

 

 

https://forms.office.com/pages/responsepage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUM1hSOU00VENUSUFEUFJZUEZLRTlSTEoyVy4u
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Author Bio 
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AiSP 

 

Andre Shori is the Regional CISO for Schneider Electric, covering both IT and OT 

Cybersecurity throughout the APAC region. Andre holds a Master of Science in 

Information Security Management from SANS and is the first person in Singapore and 19th 
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Andre hails from Canada and has over 20 year’s international experience in Information 

Technology. He holds a variety of certifications in the Cyber Security arena and has been 
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Article from IMDA 

 

 
The BDDB is a free programme designed to help SMEs use data to gain valuable 

consumer insights and to grow their business through data analytics. Previously, our BDDB 

programme catered only to SMEs in the B2C arena, but we have taken in feedback from 

the ground and upgraded the BDDB programme to cater to B2B SMEs – any SMEs, 

regardless of their nature of business, can now take their first step in data analytics to 

enhance their business and gain that competitive advantage! 
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Article from SVRP 2023 Gold Winner, Ngui 

Jia Le Sherlena 

 

SVRP 2023 Gold Winner – Ngui Jia Le Sherlena [NP]  

 
How do you think SVRP has directly impacted your cybersecurity journey? 

Participating in SVRP has impacted my cybersecurity journey as it has allowed me to 

gain exposure to various opportunities and, network with other like-minded individuals. 

 

How has SVRP inspired you to contribute to the cybersecurity field? 

SVRP has inspired others to contribute to the cybersecurity field as they feel motivated 

to have the opportunities offered to be able to network with security professionals and 

expand their knowledge within the field. 

 

What motivates you to be a student volunteer? 

What motivates me to be a student volunteer is to be able to meet like-minded 

individuals and to explore the field. 

 

How would you want to encourage your peers to be interested in cybersecurity? 

I would encourage my peers to be interested in cybersecurity by introducing them to 

various programs and CTFs that are beginner friendly. By introducing them to the 

programs and CTFs they can get an experience of the various portions of cybersecurity 

that may interest them. 
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PROFESSIONAL DEVELOPMENT 

 

Listing of Courses by Wissen International 
 

 
 

The question is not if, but when a cyber incident will occur? 

 

EC-Council's Certified Incident Handler (ECIH) program equips students with the 

knowledge, skills, and abilities to effectively prepare for, deal with, and eradicate 

threats and threat actors in an incident.  

 

The newly launched Version 3 of this program provides the entire process of Incident 

Handling and Response and hands-on labs that teach the tactical procedures and 

techniques required to effectively Plan, Record, Triage, Notify and Contain.  

 

ECIH also covers post incident activities such as Containment, Eradication, Evidence 

Gathering and Forensic Analysis, leading to prosecution or countermeasures to ensure 

the incident is not repeated.  

 

With over 95 labs, 800 tools covered, and exposure to Incident Handling activities on 

four different operating systems, ECIH provides a well-rounded, but tactical approach 

to planning for and dealing with cyber incidents.  

 

Special discount available for AiSP members, email aisp@wissen-intl.com for details! 

 

mailto:aisp@wissen-intl.com
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Qualified Information Security Professional 

(QISP®)  

 

Body of Knowledge Book Promotion!  
 

For a limited time, get our newly launched Information Security Body of Knowledge 

(BOK) Physical Book (U.P $80 before GST) at the limited promotional price of $54.50 

(inclusive of GST). While stocks last! 

 

 
 

Please scan the QR Code in the poster to make the payment of $54.50 (inclusive of 

GST) and email secretariat@aisp.sg with your screenshot payment and we will follow up 

with the collection details for the BOK book. Limited stocks available. 

 

 

mailto:secretariat@aisp.sg
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QUALIFIED INFORMATION SECURITY PROFESSIONAL (QISP) COURSE  

 

Online 

 

 
 

The QISP examination enables the professionals in Singapore to attest their knowledge in 

AiSP’s Information Security Body of Knowledge domains. Candidates must achieve a 

minimum of 50-64% passing rate to attain the Qualified Information Security Associate 

(QISA) credential and 65% and above to achieve the Qualified Information Security 

Professional (QISP) credential. 

 

 

Our highly responsive e-learning platform will allow you to learn anytime, anywhere with 

modular courses, interactive learning and quizzes. Complete the course in a month or up 

to 12 months! Enjoy lean-forward learning moments with our QISP/QISA preparatory e-

learning course. Receive a certificate of completion upon completion of the e-learning 

course. Fees do not include QISP examination voucher. Register your interest here! 
 

https://docs.google.com/forms/d/e/1FAIpQLSepJWoeVfGiPsTIKqNonbCuWemckLsNg1O2_p6DlMRI1UBaqg/viewform
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MEMBERSHIP 

 

AiSP Membership 

 

Complimentary Affiliate Membership for Full-time Students in APP Organisations 

If you are currently a full-time student in the IHLs that are onboard of our Academic 

Partnership Programme (APP), AiSP is giving you complimentary Affiliate Membership during 

your course of study. Please click here for the application form and indicate your student 

email address, expected graduation date and name of your institution in the form.  

 

Complimentary Affiliate Membership for NTUC Members  

AiSP offers one-time one-year complimentary Affiliate Membership to all active NTUC 

members (membership validity: 2023) from 1 Jan 2024 to 31 Dec 2024. The aim is for NTUC 

members to understand and know more about information security and Singapore’s 

cybersecurity ecosystem. This does not include Plus! card holder (black-coloured card), 

please clarify with NTUC on your eligibility. 

 

On membership application, please do not email your personal data to us via email if your 

information or attachment is not password-protected. Please send us your password via 

Telegram (@AiSP_SG). 

 

Once we receive confirmation from NTUC on the validity of your NTUC membership, AiSP 

would activate your one-year complimentary AiSP Affiliate membership.  

 

CPP Membership 

        
For any enquiries, please contact secretariat@aisp.sg 

 

https://www.aisp.sg/app_members.html
https://www.aisp.sg/app_members.html
https://www.aisp.sg/document/common/AiSP-ApplicationForm.pdf
https://www.aisp.sg/document/common/AiSP-ApplicationForm.pdf
https://t.me/AiSP_SG
mailto:secretariat@aisp.sg
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AVIP Membership 

AiSP Validated Information Security Professionals (AVIP) membership helps to validate 

credentials and experience for IS-related work including cybersecurity, professional 

development, and career progression for our professionals.           

 

Membership Renewal 

Individual membership expires on 31 December each year.  Members can renew and pay 

directly with one of the options listed here.  We have GIRO (auto - deduction) option for 

annual auto-renewal. Please email secretariat@aisp.sg if you would like to enrol for GIRO 

payment.  

Be Plugged into Cybersecurity Sector – Join us as a Member of AiSP! 

 

NTUC U Associate Membership 

 
 

Some benefits include 

Career Advisory services - https://upme.ntuc.org.sg/upme/Pages/CareerCoaching.aspx  

Benefits and privileges from RX Community 

Member Programme 

https://www.readyforexperience.sg/  

Please fill in the form below and make payment if you would like to sign up for the 

membership. 

https://forms.office.com/r/qtjMCK376N  

 

Please check out our website on Job Advertisements by our partners.  For more updates or 

details about the memberships, please visit www.aisp.sg/membership.html 

 

https://www.aisp.sg/indi_benefits.html
https://www.aisp.sg/indi_payment.html
mailto:secretariat@aisp.sg
https://upme.ntuc.org.sg/upme/Pages/CareerCoaching.aspx
https://www.readyforexperience.sg/
https://forms.office.com/r/qtjMCK376N
https://www.aisp.sg/jobs.html
http://www.aisp.sg/membership.html
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AiSP Corporate Partners 
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Visit https://www.aisp.sg/corporate_members.html to know more about what our 

Corporate Partners (CPP) can offer for the Cybersecurity Ecosystem. 

 

AiSP Academic Partners 

 
  

   

   

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.aisp.sg/corporate_members.html
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Our Story… 

We are an independent cybersecurity association that believes in developing, supporting 

as well as enhancing industry technical competence and management expertise to 

promote the integrity, status and interests of Information Security Professionals in Singapore. 

 

We believe that through promoting the development, increase and spread of 

cybersecurity knowledge, and any related subject, we help shape more resilient 

economies. 

 

Our Vision 

A safe cyberspace supported by a strong and vibrant cybersecurity ecosystem. 

 

Our Mission 

AiSP aims to be the pillar for Information Security Professionals and the overall Information 

Security Profession through: 

 

▪ promoting the integrity, status and interests of Information Security Professionals in 

Singapore. 

▪ enhancing technical competency and management expertise in cybersecurity. 

▪ bolstering the development, increase and spread of information security knowledge 

and its related subjects. 

 

AiSP Secretariat Team 

 

   
Vincent Toh 

Associate Director 

Elle Ng 

Senior Executive 

Karen Ong 

Executive 
 

 

 

  www.AiSP.sg 

  secretariat@aisp.sg 

  +65 8878 5686 (Office Hours from 9am to 5pm) 

  
6 Raffles Boulevard, JustCo, Marina Square, #03-308, 

Singapore 039594 

  Please email us for any enquiries.  

 

http://www.aisp.sg/
mailto:secretariat@aisp.sg
mailto:secretariat@aisp.sg

